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Abstract— Enterprises are majorly adopting cloud computing which offers a large pool of services to users. But the capability of cloud 

computing is limited and some enterprises often require various cloud centers to integrate in order to deliver services to business users. So Multi 

Cloud Computing System (MCCS) provides integrated services across multiple autonomous clouds. Based on the dynamic parameterization of 

Virtual Machines (VM) an MCCS platform can build effectively. Thus multiple VMs can collaborate to provide as service with a transparent 

manner, facilitates a scalable environment, allocate resources dynamically and supports unlimited computing and storage service capabilities. 

Thus VM plays an important role in MCCS. This paper focuses on middleware layer and proposes framework for reliability assessment 

mechanism of middleware layer of MCCS. 
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I.  INTRODUCTION  

Virtual Machines [1] are fundamental components of 

computer architecture committed to providing the functionality 

of a physical computer hence it is an imitation of the computer 

system. Virtualization [2] leads to the creation of independent 

environments that use the operating system to execute user 

programs to deploy on the server or client hardware. Reduces 

the capital cost, memory space through virtualization and is 

also used for efficient resource management [3], high 

availability [4], ease of migration [5], auto scaling [6], and fault 

tolerant [7] benefits.  Virtualization is deployed through 

hypervisor that supports multiple operating systems 

simultaneously on virtual servers within a physical server [8]. 

Recent trends in cloud computing increase virtualization 

further.  Multi cloud computing systems (MCCS) supports a 

vibrant technical environment where innovative solutions and 

services can be deployed. MCCS deploys software on multiple 

Clouds [9] there by overcomes single cloud provider 

unavailability and allows to develop cost efficient applications 

and services. 

 

MCCS supports high availability by distributing partitioned 

user tasks on a number of VMs if one VM fails the other VM 

will carry the work load of failed VM.  The existing work in 

this area only considers the timeliness for checking the 

correctness of result and without a choice for algorithms for 

different types of applications. Hence a performance evaluation 

[10] model for MCCS is needed that efficiently carried out by 

Layered Software Reliability Assessment Paradigm which 

compartmentalizes the MCCS as three layers like physical 

server layer, Middleware layer or Virtualization layer or VM 

layer, and Application Layer. The user can interact the MCSS 

through application layer and the necessary resources needed to 

execute the user request are allocated by physical server layer 

with the help of dynamic allocation on VMs in middleware 

Layer.  This paper focuses on issues related to middleware 

layer and methodology involved in the assessment of the 

reliability of middle ware layer. The VM layer contains 

hypervisor [11] responsible for hosting, monitoring and 

managing all VMs of this layer. 

II. RELATED WORK  

Reliability assessment of MCCS is a complex task which 

encompasses a variety of services available to a variety of 

users. Sheheryar Malik [12] et al describes the significance of 

MCCS reliability assessment and proposes a model for 

reliability assessment of VM by proposing efficient scheduling 

mechanism that provides fault tolerant infrastructure. N. 

Chandrakala [13] et al proposes a method to find the reliable 

VM to process the data owner request with indexing 

mechanism and the reliability assessment method is used to 

discover the reliable server to respond the request gracefully to 

unexpected hardware or software failure.  Z. Dai [14] et.al. 

describes transparent check pointing at the user’s level 

provided by Distributed Multi cloud Check Pointing using 

dependability factors check points with various parameters. 

Damiani [15] et. al. focuses on a reliable resource selection 

mechanism based on reputation. 

III.  FRAMEWORK OF VIRTUALIZATION LAYER 

Due to elasticity [16] and scalability of MCCS cloud 

service reliability is a major research issue. Virtualization 

technique ensures the availability of hardware for every 

application running on top of it. The details of the virtual, 

simulated environment are kept transparent from the 

application. The service requests from different users from 

different regions are submitted to pool of cloudlets through 

various cloud service providers are integrated before submitting 

them to pool as in Fig 1. 
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Fig 1: Framework of Middleware Layer 

 
The cloudlet [17] is portioned into small tasks and is 

scheduled on different VMs dynamically using algorithm1 with 

a number of cloud service providers as NC, for each cloud 

VMs are allocated user specified probability distribution based 

allocation scheme.  This model generally considered that one 

physical server can host multiple VM, but one VM can handle 

only one service instance [18]. 
 

 
 

IV. ASSESSMENT OF RELIABILITY 

Let RVM is the reliability of a VM Layer and relvm is the 
inner reliability of a VM, µvm the internal failure rate of VM 
then internal reliability of a VM is assessed with exponential 
reliability model by 

 
Then reliability of VM layer is assessed by considering non 

service VMs and reliability of server layer into account as 
follows 

 
Reliability of application layer is same as user service 

reliability through which user can directly interact with MCCS. 
Let relapp is the internal reliability of a service, Rapp is the 

reliability of an application and µapp is internal failure of an 
application then 

 
Reliability of application layer is 

 

V. EVALUATION AND RESULTS 

MCCS is created by using Amazon EC2 [19] cloud with 3 
virtual machines each having the following configuration. 

 

S
NO 

Virtual Machine Description Value 

1 Memory 2048 MB 

2 Mips 500 

3 Bandwidth 1000 

4 No. of Processors 2 

Table1: Virtual Machine Description 
 
Cloudlet of different sizes are submitted to MCCS, the 

processing time and memory utilization of VMs are observed. 

The processing time of VMs over ten clock cycles for different 

cloudlet execution is described by Fig 2. 
 

 
 

Fig 2: Processing Time of VMs 
 Another parameter which is very important for 

cloudlet execution in MCCS is memory space utilization of 
VMs over ten cycles are illustrated in Fig 3. 

 

 
Fig 3: Memory utilization of VMs 

  
The reliability of virtualization layer that consists of  three 

VMs are compared by taking into account processing speed, 
memory, bandwidth utilization and execution time of cloudlet 
is described by Fig 4. 
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Fig 4: Reliability of VMs 

 

VI. CONCLUSION 

 Reliability is an important factor in MCCS, in this 
paper we briefly described the environment of MCCS,  how 
modularity is achieved through layers of MCCS reliability 
assessment paradigm and method of evaluation of reliability of 
middleware layer of reliability assessment paradigm. We also 
contributed algorithm for dynamic allocation of VMs in 
middleware layer and can be beneficial in terms of time and 
space utilization over static allocation of VMs. In future 
research can be emphasizing on deploying multiple service 
instances on single VM and algorithms can be developed for 
assessment of multi instance reliability. 
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