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Abstract:
Intelligent houses and buildings, autonomous automobiles, drones, robots, and other items that are successfully incorporated into daily life are
examples of autonomous systems and the Internet of Things (IoT) that have advanced as research areas. Secured data transfer in untrusted
cloud applications has been one of the most significant requirements in the cloud in recent times. In order to safeguard user data from
unauthorised users, encrypted data is stored on cloud servers. Existing techniques offer either security or efficiency for data transformation.
They fail to retain complete security while undergoing significant changes. This research proposes novel technique in multipath routing based
energy optimization of autonomous networks. The main goal of this research is to enhance the secure data transmission in cloud computing
with network energy optimization. The secure data transmission is carried out using multi-authentication attribute based encryption with
multipath routing protocol. Then the network energy has been optimized using multi-objective fuzzy based reinforcement learning. The
experimental analysis has been carried out based on secure data transmission and energy optimization of the network. The parameters
analysed in terms of scalability of 79%, QoS of 75%, encryption time of 42%, latency of 96%, energy efficiency of 98%, end-end delay of
45%.
Keywords: Autonomous systems, energy optimization, secure data transmission, cloud computing, network energy optimization

1. Introduction:
A technical development known as cloud computing (CC)
involves streamlining the storage and processing of data to
increase the capability of IT systems. It enhances access to
private data stored in the cloud and enables users to access
requests without first authenticating them [1]. Additionally,
CC has a lower cost need for building IT infrastructures and
acquiring cutting-edge assets. By maintaining a single
application, the computers utilised in CC services gain the
benefit of multitenant structure. It depends on the ability to
access computer resources through mobile devices. Similar
to how regular desktop computers traditionally complete
tasks, mobile computing does the same. Mobile computing
is typically supported by key concepts such software,
hardware, and communication. Devices that are typically
used as personal devices, such as PCs, tablets, and
smartphones, are considered hardware. Software is made up
of the programmes that are modelled after and created for
mobile platforms. Communication encompasses networks
and protocols that comprise concepts relevant to
communication techniques, to sum up [2]. The following are
elements of the mobile computing strategy. The first

component is mobility, which enables fixed or mobile nodes
to link with nodes of other devices in a mobile computing
environment utilising a mobile support station (MSS).
Diversity of access network types is the next factor that
enables communication between mobile and MSS nodes
despite the presence of various access networks with
differing bandwidths and overhead. Third, frequent network
disconnects suggest that the mobile nodes lack the capacity
to establish dependable connections because of their
constrained resources, such as battery power and
communication bandwidth. Finally, the signals of mobile
nodes are vulnerable to interference in mobile networks
because of the issue of poor consistency and safety [3]. The
majority of outsourcing models for computing and hosting
resources are included in the CC model. CC as defined by
NIST, is the process of gaining effective access to network
resources with less effort and wait time. When building the
security measure, these factors are given more weight for
optimal protection. Internet security relies on certain tools
and guidelines, such as encryption, firewalls [4], which
block superfluous traffic, anti-malware, anti-spyware, and
anti-virus software, to protect data communicated over the
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internet. Although CC is frequently used to deliver a variety
of services, it faces a number of difficult problems with
resource management, power usage, security, service
quality, and big data. The common drawbacks of data
centres are their comparatively high running costs and
excessive power consumption, which have significant
negative effects on the environment. Due to this weakness,
offering energy-efficient solutions has risen in importance as
a result of the rising energy demand and desire for powerful
computing [5].
The contribution of this research are as follows:
• To propose novel technique in multipath routing
based energy optimization of autonomous networks
• Secure data transmission is carried out using multiauthentication attribute based encryption with
multipath routing protocol
• Network energy has been optimized using multiobjective fuzzy based reinforcement learning
2. Related works:
Method of distributing computing services through software,
infrastructure, and other means has changed as a result of
the needs and requirements of the customer in the cloud
environment. The providing of services and resources via
the cloud environment has a huge impact on changing how
various sectors operate. Collaborative Security Detection
Method (CSD), a framework for game theoretical analysis,
was introduced in [6] using the consensus protocol. An
iteration-based measurement method was created in [7] to
reach Nash equilibrium after uniqueness analysis. By
establishing secured virtual zones, a reliable identification
and authentication method was created in [8]. The system
did not, however, guarantee security. [9] described yet
another data-driven approach using rules-supported
reasoning and queries. The outcomes guaranteed both
security and scalability. Although protection for a sizable
number of users was given, it came at the expense of more
time. A CAPPCHA method that effectively distinguished
between humans and computers was investigated in [10] in
order to reduce the time needed. The two most crucial
challenges to be addressed are data security and data
integrity due to the impressive growth of IoT in healthcare
sector. Under [11], a hybrid encryption scheme was created
to provide security by first encrypting secret data as well as
concealing it in a cover image. According to [12], a modelbased security toolkit made it easier to protect user data by
utilising various features of trust relationships. The Cauchy
Integral Theorem and Laplace Transform were designed in

[13] in such a way that the chance of a secrecy outage was
calculated using the signal-to-interference ratio modelling of
each group of cooperating eavesdroppers. The most often
used strategies in cloud data centres to lower energy
consumption and SLA violations are optimization
procedures [14]. For resource allocation, energy
consumption, VM migration, SLA, and QoS, the cloud uses
the firefly method, WAO, heuristic approach, and cat swarm
optimization [15–17]. As a result, multi-objective
optimization techniques [18] are used to concurrently
enhance QoS, lower energy usage, and lower SLA violation.
One of the significant optimization techniques employed in
cloud data centres that offers efficient performance is the
NSGA-II. To manage the cloud resource, the NSGA-II with
ANN [19] was used, and it performed well. In terms of
energy consumption, resource load balance, average
resource use, and availability, IBBO technique performed
well. The multi-objective optimization techniques address
trade-off between several specifications, hence optimization
techniques are crucial in cloud data centre to deliver
effective solutions [20].
3. System model:
This section discuss novel technique in multipath routing
based energy optimization of autonomous networks. The
main goal of this research is to enhance the secure data
transmission in cloud computing with network energy
optimization. The secure data transmission is carried out
using multi-authentication attribute based encryption with
multipath routing protocol. Then the network energy has
been optimized using multi-objective fuzzy based
reinforcement learning. The proposed cloud based secure
and energy optimization architecture is represented in
figure-1.

Figure-1 proposed cloud based secure and energy
optimization architecture
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Data owner: Data is directly transferred from the data owner
to the cloud server. Data owners encrypt information records
for security reasons before storing them in the cloud. The
encrypted content file can be managed by the data owner.
Additionally, owner of data may delegate arrangement for
access rights to the record of encoded information.
Cloud server: CSP manages a cloud to enable remote access
and stockpiling management. Data owners encrypt the
information documents and store them in the cloud for user
participation. End users download encrypted data from the
cloud based on their needs and then decrypt it in order to
recover the supplied information records.
Multi-authentication attribute based encryption with
multipath routing protocol based secure data
transmission:
The independent management of each attribute collection is
entrusted to the attribute authorities. The secret key is then
created by the authorities for each authorised user. The
authorities will produce new key for nonrevoked users when
one user has their access revoked. The cloud storage system
has four different entities, as shown in Fig. 2: the data
owner, the CSS, the N attribute authorities (AAs), and the
data user.

1. For each attribute βj ∈ Z∗ p where vx is an attribute
version key, authority Aj selects a number Aj (j ∈ N) and
three random numbers 𝛼𝑥 , 𝑦𝑥 , 𝑣𝑥 ∈ 𝑍𝑝∗ and 𝑥(𝑥 ∈ 𝐿𝑗 ). eq. (1)
is the secret code for authority Aj (j N):
𝑆𝐾[𝑗] = ({𝛼𝑥 , 𝑦𝑥 , 𝑣𝑥 }𝑥∈𝐿𝑗 , 𝛽𝑗 )

(1)

2) Key generation: When user GID wants to access data, it
asks all pertinent authorities for the secret keys. Each
authority executes the K enGen algorithm after validating
the user's identification. The user is given the characteristics
set Ij,GID and matching private key K j,GID in equation (2)
by the authority Aj(j ∈ N):
𝐾𝑗,𝐺𝐼𝐷 = ({𝐷1,𝑥 = 𝑔𝛼𝑥𝑣𝑥 𝐻(𝐺𝐼𝐷)𝑦𝑥
𝐷2,𝑥 = 𝐻(𝑥)𝛽𝑗 }𝑥∈𝐼

𝑗,𝐺𝐼𝐷

)

(2)

where 𝛼𝑥 , 𝑦𝑥 , 𝑣𝑥 , 𝛽𝑗 ∈ 𝑆𝐾[𝑗] Note that user’s private keys are
disseminated under secure channel.
1) Encryption: After employing a content key MSG ∈
G2 and symmetric encryption, data owner
outsources data to CSS. Data owner then creates an
access policy T that covers connected AAs' related
characteristics. Owner then uses the encryption
technique to encrypt MSG. The owner chooses a
number at random, 𝑎 ∈ 𝑍𝑝∗ , and calculates 𝑠𝑦 =
𝑎

𝑒 ((𝑔𝛽𝑗 ) , 𝐻(𝜆𝑦 )) and 𝜆𝑦 (𝑦 ∈ 𝑌)

signifies one

attribute of access policy T. We can be precomputed sy once and for all, it is important to
remark.
2. The owner uses sy to replace the attribute λy in access
policy in order to implement privacy preservation policy.
The access policy T is then transformed into the LSSS
access matrix, where Mi is I th row of (𝑀𝑚×ℎ , 𝜌).
Figure-2 multi-authentication attribute based encryption
Let g be a generator of group G1, and let G1 and G2 be two
cyclic groups with prime order p. The following five steps
make up our decentralised MA-ABE access control method
with policy hidden: System initialization: AA Setup method
is executed by each authority Aj (j ∈ N) that possesses a set
of attributes L j. The set of characteristics (𝐿𝑖 ∩ 𝐿𝑗 = ∅, 𝑖 ≠
𝑗) is disjoint.

3. Owner encrypts MSG by using eq. (3) to execute the
Encrypt algorithm:
(a) Randomly chooses a number 𝑠 ∈ 𝑍𝑝∗ and a vector
𝑣 = (𝑠, 𝑟2 , 𝑟3 , … , 𝑟ℎ )T ∈ 𝑍𝑝ℎ

(3)

(b) Evaluate μi = Mi · ν.
(c) Choose a random vector 𝜔 = (0, 𝑡2 , 𝑡3 , ⋯ , 𝑡ℎ )T ∈ 𝑍𝑝ℎ
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(d) Evaluate 𝜑𝑖 = 𝑀𝑖 ⋅ 𝜔
(e) Randomly chooses a number 𝜎𝑖 ∈ 𝑍𝑝∗ for every row Mi
of M.

1. Update key by AAs: Aj executes U K eyGen algorithm
when the user is revoked. For each property 𝑥 ∈ 𝜙𝑗,𝐺𝐼𝐷′ , it
first selects a random version key 𝑣𝑥′ ∈ 𝑍𝑝∗ . The authority Aj
′
then
determines
the
public
key
𝑃1,𝑥
= 𝑃11𝑥 ⋅
′

′

𝑒(𝑔, 𝑔)𝛼𝑥(𝑣𝑥 −𝑣𝑥) = 𝑒(𝑔, 𝑔)𝛼𝑥𝑣𝑥 and the update key 𝑈𝐾𝑗 =

(f) Evaluates ciphertext components as eq. (4)

′

{𝑔𝛼𝑥(𝑣𝑥−𝑣𝑥) , 𝑥 ∈ 𝜙𝑗,𝐺𝐼𝐷′ }. The authority Aj then uses the
encrypted channel to deliver U K j to users and data owners
who have not had their access revoked.

𝐶0 = MSGe (g, 𝑔) 𝑠 , ℎ0 = 𝑔𝑎
𝐶1,𝑖 = 𝑒(𝑔, 𝑔)𝜇𝑖 𝑒(𝑔, 𝑔)𝑣𝜌(𝑖)𝛼𝜌(𝑖)𝜎𝑖 , ∀𝑖 ∈ [𝑚]
(4)

2. Non-revoked users updating secret keys The user will use
SKUdate method to update its secret key as by eq. (8) after
receiving update key U K j from authority Aj.

𝐶2,𝑖 = 𝑔𝜎𝑖 , ∀𝑖 ∈ [𝑚]
(g) Cipher text CT are outsourced to cloud storage method
by eq. (5).

′
′
𝐾𝑗,𝑢
= (∀𝑥 ∈ 𝜙𝑗,𝐺𝐼𝐷′ : 𝐷1,𝑥
= 𝐷1,𝑥 ⋅ 𝑈𝐾𝑗
′

′
= 𝑔𝛼𝑥𝑣𝑥 𝐻(𝐺𝐼𝐷) 𝑦𝑥 , 𝐷2,𝑥
= 𝐷2,𝑥
′
′
∀𝑥 ∉ 𝜙𝑗,𝐺𝐼𝐷′ : 𝐷1,𝑥 = 𝐷1,𝑥 , 𝐷2,𝑥
= 𝐷2,𝑥

𝐶𝑇 = (𝐶0 , {𝐶1,𝑖 , 𝐶2,𝑖 , 𝐶3,𝑖 }∀𝑖∈[𝑚] , ℎ0 , (𝑀, 𝜌))

(8)

(5)
4) Decryption The user can obtain its MSG and further
obtain the owner's data if their attributes comply with the
access rules.
1.

Firstly,

user

evaluates

𝑠 ′ = 𝑒(ℎ0 , 𝐻(𝑥)𝛽𝑗 ) =

𝑒(𝑔𝑎 , 𝐻(𝑥)𝛽𝑗 ) for ∀𝑥 ∈ 𝐼𝑗,𝑢 by utilizing component ℎ0 = 𝑔𝑎
from CT .
2. Utilizing s to replace attribute x, it can construct an
′
′
attributes set 𝐼𝐺𝐼𝐷
= {𝐼𝑗,𝐺𝐼𝐷
, 𝑗 ∈ [𝑁]}. User gains access
policy (M, ρ) from CT , and evaluates set 𝑅′ =
′ )
{𝑖: (𝜌(𝑖) ∩ 𝐼𝐺𝐼𝐷
𝑖∈[𝑚] }
3. User selects constants 𝑐𝑖 ∈ 𝑍𝑝∗ such as ∑𝑖∈𝑅′ 𝑐𝑖 𝑀𝑖 =
(1,0, … ,0) Decryption method is as follows:

The nonrevoked users can be recognised by the authority
since theU K j is connected to the revoked user GID'.
Therefore, the user GID with revocation cannot receive
update key U K j.
3. Ciphertext update by data owner: CTU update procedure
will be used by the data owner to update its ciphertext after
it gets updated key U K j from authority Aj. First, data
owner gathers ciphertext components (C1,i,C2,i) in CSS that
contain attributes s (j,GID'). Equation (9) is used to
determine each of the following stages for each ciphertext
component:
∀𝑖 = 1 to 𝑚: if 𝜌(𝑖) ∈ 𝜙𝑗,𝐺𝐼𝐷
′
𝐶1,𝑖
= 𝐶1,𝑖 ⋅ 𝑒 (𝐶2,𝑖 , 𝑔𝛼𝜌(𝑖)

𝑣 ′ 𝜌(𝑖)𝛼

= 𝑒(𝑔, 𝑔)𝜇𝑖 𝑒(𝑔, 𝑔)
′
else 𝐶1,𝑖
= 𝐶1,𝑖

(a) For evert i ∈ R , it evaluates by eq. (6)
Dec (𝑖) =

𝐶1,𝑖 𝑒(𝐻(𝐺𝐼𝐷),𝐶3,𝑖 )
𝑒(𝐾𝜌(𝑖),𝐺𝐼𝐷 ,𝐶2,𝑖 )

′
(𝑣𝜌(𝑖)
−𝑣𝜌(𝑖) )

)

𝜌(𝑖) 𝜎𝑖

(9)

(6)

(b) It obtains plaintext by eq. (7)
𝑀𝑆𝐺 = 𝐶0 /∏𝑖∈[𝑚] dec (𝑖)𝑐𝑖
(7)

Finally, the cloud storage system receives the updated
′
values of 𝐶1,𝑖
(𝑖 ∈ [1, 𝑚]). Only the component C1,i in our
scheme needs to be modified for each revoked attribute. The
user revocation is therefore more effective. The following
equations hold, proving that our plan is sound. Eq. (10),
which gives us:

5) User revocation The authority Aj is designed to revoke
the user GID's attributes set 𝜙𝑗,𝐺𝐼𝐷′ . The three stages of the

dec (𝑖) =

user revocation are as follows:

𝑒(𝐾𝜌(𝑖)
𝑣𝜌(𝑖) 𝛼𝜌(𝑖) 𝜎𝑖

⋅ 𝐺𝐼𝐷, 𝐶2,𝑖 )

𝑒(𝑔, 𝑔) 𝑒(𝑔, 𝑔)
𝑒(𝐻(𝐺𝐼𝐷), 𝑔 𝑦𝜌(𝑖)𝜎𝑖 𝑔𝜑𝑖 )
𝛼
𝑣
𝑒(𝑔 𝑠 𝑥 𝐻(𝐺𝐼𝐷) 𝑦𝑋 , 𝑔𝜎𝑖 )
𝜇𝑖

=

𝐶1,𝑖 𝑒(𝐻(𝐺𝐼𝐷), 𝐶3,𝑖 )
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=

𝑣
𝛼
𝜎
𝑦
𝜎
𝑒(𝑔,𝑔)𝜇𝑖 𝑒(𝑔,𝑔) 𝜌(𝑖) 𝑝(𝑖) 𝑖 𝑒(𝐻(𝐺𝐼𝐷),𝑔 𝑝(𝑖) 𝑖 )𝑒(𝐻(𝐺𝐼𝐷),𝑔𝜑𝑖 )

𝑒(𝑔𝛼𝑥 𝑣𝑥 ,𝑔𝜎𝑖 )𝑒(𝐻(𝐺𝐼𝐷)𝑦𝑥 ,𝑔𝜎𝑖 )

variables be negative. The notations that are utilised are
shown in Table 2 along with descriptions of each.

(10)
𝜇𝑖

= 𝑒(𝑔, 𝑔) 𝑒(𝐻(𝐺𝐼𝐷), 𝑔

Table 1 Notations and their descriptions

𝜑𝑖 )

Notation

Then, calculating Eq. (11), we can get:
𝐶0 /∏𝑖∈𝑚 dec (𝑖)𝑐𝑖
𝑠

𝜇𝑖

𝜑𝑖 ))𝑐𝑖

= 𝑀𝑆𝐺𝑒(𝑔, 𝑔) /∏𝑖∈𝑚 (𝑒(𝑔, 𝑔) 𝑒(𝐻(𝐺𝐼𝐷), 𝑔
= 𝑀𝑆𝐺𝑒(𝑔, 𝑔) 𝑠 /𝑒(𝑔, 𝑔)∑𝑖∈𝑚 𝜇𝑖 𝑐𝑖 𝑒(𝐻(𝐺𝐼𝐷), 𝑔)𝑖∈𝑚 𝜔𝑖 𝑐𝑖
(11)
= 𝑀𝑆𝐺𝑒(𝑔, 𝑔) 𝑠 /𝑒(𝑔, 𝑔)∑∈𝑚 𝜇𝑖 𝑐𝑖 = 𝑀𝑆𝐺
𝑙 +⋯ℎ4

𝐸𝐾𝑆𝐾𝐷

𝐷𝐾𝑆𝐾𝐷

as an example. Since

𝐸𝐾𝑃𝑅𝐾𝐷𝑂

each variable in Program RMP has a length of 𝜆 ∈ [0, 𝐿] and
is zeroed by equation (6), this holds for the positive variable
∑𝜀=1(0) . Or, each path has a corresponding series of positive

𝐷𝐾𝑃𝐶𝐾𝐷𝑂

Take the positive variable 𝑓𝑒𝑖0

𝑙 +⋯ℎ4

variables, denoted by 𝑓𝑒𝑖0
positive variables

𝑙 +⋯ℎ4
𝑓𝑒𝑖0

. Therefore, finding a series of

is sufficient to create a path p∈P

𝐸𝐾𝑃𝐶𝐾𝐶𝑆𝑃

(s,t) with a length of at most L. in which the link 0 e
originates from the source s and the link h 1 e enters the
destination t, i.e., 𝑒0 ∈ 𝑂(𝑠) In order to achieve this, we
make use of the following characteristic of Program RMP
solutions. There must be a connection e'=(v,w)such that

𝐸𝐾𝑃𝑅𝐾𝐶𝑆𝑃

𝑙 +⋯ℎ4

𝑓𝑒𝑖0

if a positive flow f (e i)(l 0+h 4) arrives through the

𝐷𝐾𝑃𝑅𝐾𝐶𝑆𝑃

link e=(u,v)∈E into the node. The total flow along e=(u,v)E
is directed from s to u along pathways with a combined total
length of λ is denoted by e f. 𝑂(𝑣) = {(𝑣, 𝐼)(𝑣, 𝑙) ∈ 𝐸} and
𝑙(𝑣) = {(𝑤, 𝑣)(𝑤, 𝑣) ∈ 𝐸} by eq (12)

𝐷𝐾𝑃𝐶𝐾𝐶𝑆𝑃

Subject to:

Minimize𝛼∑𝑒=(0)

𝑓𝑒2 − ∑𝜀=1(0) 𝑓𝑒𝛼−1 = 0 ∀𝑣 ∈ 𝑉 ∖

{𝑠, 𝑡}, ∀∑𝜔=0(𝑥) 𝑓𝑒0 = 𝛾
𝑐
∑𝑖=1 𝑢𝑖𝑗 = 1,
𝑗 = 1,2, … 𝑛
𝑖 = 1,2, … , 𝐶;
{0 ≤ 𝑢𝑗𝑗 ≤ 1,
0 < ∑𝑛𝑗=1 𝑢𝑖𝑗 < 𝑛, 𝑖 = 1,2, … , 𝐶

(12)

The network congestion factor is minimised via objective
function (1). There are three nodal flow conservation
constraints: (2), (3), and (4). Lastly, equation (2) must be
met for every node aside from source s and target t. Validity
of eqn (2) is extended by eqn (3) to include traffic that
encounters sources after having travelled through paths of
non-zero length. The constraint on connection capacity
consumption is given by equation (5). Maximum link
utilisation is not greater than variable's value α, according to
this statement, which means that the network congestion
factor is at most α. Expression (6) excludes impractical
flows and Expressions (7) and (8) demand that none of the

𝐸𝐾𝑃𝑅𝐾𝑈𝑆𝑅

Description
Encryption
by using
SKD
Decryption
by using
SKD
Encryption
by using
𝑃𝑅𝐾𝐷𝑂
Decryption
by using
PCKDO
Encryption
by using
PCKCSP
Encryption
by using
PRKCSP
Decryption
by using
PRKCSP
Decryption
by using
PCKCSP
Encryption
by using
PCKUSR

Notation

Description

C0,c1,r,I,j

Variables

𝐺𝐼𝐷𝑋𝐷𝑇

Data type of
xth GP_ID

𝐷𝐷𝑇

𝐷𝑃𝑉

Data type of
authorized
DO
PV of
authorized
DO

𝐺𝐼𝐷𝑋𝐷𝑂_𝐼𝐷

DO_ID of
xth GP_ID

𝐺𝐼𝐷𝑅𝐷𝑂_𝐼𝐷

DO_ID of
rth GP_ID

𝐺𝐼𝐷𝑅𝐷𝑇

PV of rth
GP_ID

𝐺𝐼𝐷𝑅𝑃𝑉

𝑈𝐷𝑇

Users
requested
data type
Time and
data of
authorized
DO

Encryption
by using
PCKUSR
Decryption
using
PRKUSR
Decryption
using
PCKUSR

𝐷𝑇&𝐷

DO_T&D of
rth GP_ID

𝐺𝐼𝐷𝑅𝐷𝑂_𝑇&𝐷

GP_T&D of
rth GP_ID

𝐺𝐼𝐷𝑅𝐺𝑃_𝑇&𝐷

PV of xth
DO_ID

𝐷𝑂𝐼𝐷 𝑁𝐸𝑊

DO_ID after
processing

𝐷𝐼𝐷𝑋𝑃𝑉

𝐷𝑂𝐼𝐷 𝑃𝑅𝐸𝑉

DO_ID
before
processing

𝑆𝐸𝐴𝑅𝐶𝐻𝑀𝐼𝑁

𝐸𝐾𝑃𝐶𝐾𝑈𝑆𝑅

𝐷𝐾𝑃𝑅𝐾𝑈𝑆𝑅

𝐷𝐾𝑃𝐶𝐾𝑈𝑆𝑅

Search DIDx
having
minimum PV
Search DIDx
based on
LRU
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Count(m)

A function to
calculate the
number of
DO’s IDs in
m[]

𝑘
𝑄ℎ (𝑥, 𝑢) = 𝜌(𝑥, 𝑢) + ∑∞
𝑘=1 𝛾 𝜌(𝑥𝑘 , ℎ(𝑥𝑘 ))

𝑆𝐸𝐴𝑅𝐶𝐻𝐿𝑅𝑈

Search GIDx
based on
LRU

Multi-objective fuzzy based reinforcement learning in
network energy efficiency:
The total number of nodes should equal X = {X1, X2, . . . ,
Xn}. With every node having a total of motions, there are Xi
nodes in total. V = {V1, V2, . . . , VC} is utilised as cluster
head matrix to create C fuzzy groups. According to equation
(13):
𝑘
𝑅 = ∑∞
𝑘=0 𝛾 𝑟𝑘+1

(13)

where 𝑈 = (𝑢𝑖𝑗 ) is a membership matrix with n and c
dimensions, and uij denotes relationship between Vi and Xj.
The Euclidean distance between node j and CH I is dij = xj –
Vi. Fuzzy exponent in method is m (m > 1). The following
equation must also be satisfied by equation (14)
∑𝑐𝑖=1 𝑢𝑖𝑗 = 1,
{0 ≤ 𝑢𝑗𝑗 ≤ 1,
0 < ∑𝑛𝑗=1 𝑢𝑖𝑗 < 𝑛,

𝑗 = 1,2, … 𝑛
𝑖 = 1,2, … , 𝐶; 𝑗 = 1,2, … ,
𝑖 = 1,2, … , 𝐶
(14)

State space X, action space U, transition function f: X U X,
and reward function : ρ : X × U → R comprise a
deterministic Markov decision process (MDP). In this study,
we just take deterministic scenario into account for
simplicity. It is also feasible to formulate the problem
stochastically; in this instance, predicted returns under
probabilistic transitions must be taken into account. If the
expectations can be precisely assessed, our method and
findings are simply applied to stochastic MDPs. Controller
decides what to do based on its policy h : X → U, where uk
= h (xk). Controller's objective is to discover a strategy that
maximises discounted return by equation (15) starting from
the present time (k = 0) and any initial state (x0):
∞
𝑘
𝑘
𝑅 = ∑∞
𝑘=0 𝛾 𝑟𝑘+1 = ∑𝑘=0 𝛾 𝜌(𝑥𝑘 , 𝑢𝑘 )

(15)

where γ ∈ [0, 1) and xk+1 = f(xk,uk) for k ≥ 0. Reward
accrued by controller over time is effectively represented by
the discounted return. The goal of learning is to improve
performance over the long term while simply using input on
short-term, one-step performance. Performing the optimal
action value function computation is one method of
achieving this by eqn (15)

(15)

where x1 = f(x,u) and xk+1 = f(xk,h(xk)) for k ≥ 1. Q∗ (x,u)
= maxh Qh (x,u)is definition of ideal action-value function
(x,u). Best policy is one that chooses the action with highest
optimal Q-value for each state: h ∗ (x) = arg maxu Q∗ (x,u).
The Bellman optimality equation (16) is a key result in RL,
and many methods rely on it.
𝑄 ∗ (𝑥, 𝑢) = 𝜌(𝑥, 𝑢) + 𝛾max𝑤 ′ ∈𝕏 𝑄∗ (𝑓(𝑥, 𝑢), 𝑢′ )
(16)
Q-value iteration approach is utilized to resolve this
equation. Let Q stand for the set of all Q-functions. Describe
Q-iteration mapping T : Q → Q, which, using eqn (17),
calculates right-hand side of any Q-Bellman function's eqn:
[𝑇(𝑄)](𝑥, 𝑢) = 𝜌(𝑥, 𝑢) + 𝛾max𝑢′∈𝒰 𝑄(𝑓(𝑥, 𝑢), 𝑢′ )
(17)
Bellman eqn (16) indicates that Q∗ is a fixed point of T
using this notation, i.e., Q∗ = T(Q∗ ). Since T is a
contraction with factor 1 in infinity norm, it is true that for
each pair of functions Q and Q0, kT(Q) − T(Q0 )k∞ ≤ γ kQ
− Q0k∞. The transition and reward functions f, ρ, which are
used by Q-value iteration method (also known as Qiteration) serve as an a priori description of the job. The Qfunction is updated in each iteration utilizing formula Q'+1 =
T(Q') starting from an arbitrary Q-function Q∗. The fact that
T is a contraction gives it a distinct fixed point. This point is
Q from (3), therefore Q-iteration leads to Q∗ as ` → ∞.
A fuzzy division of state space as well as discretization of
action space are foundations of suggested approximation
approach. MF ϕi : X → [0, 1], i = 1,... ,N describes each of
the N fuzzy sets that make up the fuzzy partition. According
to a degree of membership I a state x belongs to every set
ϕi(x). The following presumptions are made in the sequel.
The action space contains a discrete collection of actions U0
= {uj |uj ∈ U,j = 1,... ,M}. One component I j of the N ×M
matrix of parameters stored by the fuzzy approximator
corresponds to every pair of the fuzzy core and discrete
action (xi ,uj ). An approximate Qfunction is produced by
the approximation mapping F, which accepts a parameter as
input. This approximate Q-function is calculated as eq. (18)
for each pair of state-action variables (x, u):
∞
𝑘
𝑘
𝑅 = ∑∞
𝑘=0 𝛾 𝑟𝑘+1 = ∑𝑘=0 𝛾 𝜌(𝑥𝑘 , 𝑢𝑘 )

(18)
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where Euclidean norm of the argument, k · k, is used both
here and in the sequel. It is a form for linear basis functions.
According to the relationship by eq. (19), the projection
mapping infers the values of the approximator parameters
from a Q-function:
𝜃𝑖,𝑗 = [𝑃(𝑄)]𝑖,𝑗 = 𝑄(𝑥𝑖 , 𝑢𝑗 )

(19)

This is solution θ to issue by eq. (20):
2

∑𝑖=1,…,𝑁,𝑗=1,…,𝑀 |[𝐹(𝜃)](𝑥𝑖 , 𝑢𝑗 ) − 𝑄(𝑥𝑖 , 𝑢𝑗 )| = 0
(20)
The fuzzy Q-iteration technique approximates Q-iteration
mapping by beginning with an arbitrary 0 value.
Composition of mappings P, T, and F by equation (21) is
used for this.
𝜃ℓ+1 = 𝑃𝑇𝐹(𝜃ℓ )

(21)

||𝑓(𝑥, 𝑢) − 𝑓(𝑥, 𝑢)|| ≤ 𝐿𝑓 {||𝑥 − 𝑥|| + ||𝑢 − 𝑢||)
(26)
When Lf < 1/γ, Lipschitz constant of f is satisfied. To
demonstrate the consistency of approximate RL algorithms,
Lipschitz criteria akin to Assumption 3.1 are often required.
It is established that Q∗ has Lipschitz continuity as a first
step in demonstrating consistency. This will be useful in
demonstrating later that a fixed-point of FP is arbitrarily
near to Q∗ by raising approximator's resolution. A finite LQ
exists such that by eq (27)
𝑄 ∗ (𝑥, 𝑢) − 𝑄∗ (𝑥, 𝑢) ≤ 𝐿𝑄 ((||𝑥 − 𝑥`) + ||𝑢 − 𝑢`||
(27)
|𝜌(𝑥, 𝑢) − 𝜌(𝑥, 𝑢)| ≤ 𝐿𝜌 ((||𝑥 − 𝑥|| + ||𝑢 − 𝑢||)
(28)
for second term by eq. (29),

Up until convergence, this composite mapping is applied
iteratively. The approximate convergence criterion is maxi,j
|θ`+1,i,j − θ`,i,j | ≤ ε. Then, using equation (22) you can
determine a roughly ideal policy:
ℎ(𝑥) = 𝑢𝑗 ∗ , 𝑗 ∗ = arg max𝑗 [𝐹(𝜃 ∗ )](𝑥, 𝑢𝑗 )

(22)

Specify ε = minQ Q∗ − Q ∞ Any fixed point of composite
mapping FP : Q → Q is denoted by symbol Q. The
convergence point satisfies equation (23) as follows:
2𝜀

∥𝑄 ∗ − 𝐹(𝜃 ∗ )∥∥∞ ≤ 1−𝛾

𝛿𝑥 = max min |||𝑥 − 𝑥𝑖 | |

(29)

where we utilized Lipschitz continuity of Q` and f.
Therefore, 𝐿𝑄𝑡+1 = 𝐿𝜌 + 𝛾𝐿𝑄𝑡 , 𝐿𝑓 = 𝐿𝜌 + 𝛾𝐿𝑄𝑡 ∑𝑙𝑘=0 𝛾 𝑘 𝐿𝑘𝑓
and induction is complete. Define Q = FPQ∗ , i.e., by eq.
(30)
∗
𝑄(𝑥, 𝑢) = ∑𝑁
𝑖=1 𝜑𝑖 (𝑥)𝑄 (𝑥𝑖 , 𝑢𝑗 ) 𝑤𝑖𝑡ℎ 𝑗 = arg min ||𝑢 −
𝑢𝑗||
(30)

This Q-function is a fixed point of FP. Start an upper bound
on ||𝑄 − 𝑄 ∗ ||∞. Q∗ (xi ,uj ) − Q(xi ,uj )= 0 because Q(xi ,uj
) = Q∗ (xi ,uj ). Take now x,u such that 𝑥 ≠ 𝑥𝑖, ∀𝑖, 𝑜𝑟 𝑢 ∈
𝑈0 and let 𝑗 = arg min 𝑗 ||𝑢 − 𝑢𝑗 ||. Then by eq. (31):
|𝑄 ∗ (𝑥,

(24)

where uj is j-th discrete action and xi is core of i-th
membership function. The objective is to demonstrate that
limδx→0, δu→0 F(θ ∗ ) = Q∗. There is a finite v > 0 such
that fuzzy membership functions satisfy eq. (25) regardless
of N.
𝑠𝑢𝑝 ∑𝑁
𝑖=1 𝜑𝑖 (𝑥)||𝑥 − 𝑥𝑖 || ≤ 𝑣 𝛿𝑥

𝑢`

𝑁

𝑥𝜖𝑋 𝑖=1,….𝑁

𝑢𝜖𝑈 𝑖=1,….𝑀

𝑢`

𝛾 max 𝐿𝑄𝑡 ||𝑓(𝑥, 𝑢) − 𝑓(𝑥, 𝑢)||

(23)

Establish the fuzzy approximator's resolutions over state
space and, accordingly, over action space using equation
(24):

𝛿𝑢 = max min |||𝑢 − 𝑢𝑗 | |

𝛾| max[𝑄𝑙 (𝑓(𝑥, 𝑢), 𝑢` − 𝑄𝑙 (𝑓(𝑥, 𝑢), 𝑢` )] ≤

(25)

With Lipschitz constants Lf and Lρ, they are Lipschitz
continuous according to equation (26):

𝑢) − 𝑄(𝑥, 𝑢)| = |𝑄

∗ (𝑥,

𝑢) − ∑ 𝜑𝑖 (𝑥)𝑄 ∗ (𝑥𝑖 , 𝑢𝑗 )|
𝑖=1

≤ |𝑄∗ (𝑥, 𝑢) − 𝑄 ∗ (𝑥, 𝑢𝑗 )| + |𝑄 ∗ (𝑥, 𝑢𝑗 )
𝑁

− ∑ 𝜑𝑖 (𝑥)𝑄 ∗ (𝑥𝑖 , 𝑢𝑗 ) |
𝑖=1
∗
∗
| ∑𝑁
𝑖=1 𝜑𝑖 (𝑥)|𝑄 (𝑥𝑖 , 𝑢𝑗 ) − 𝜑𝑖 (𝑥)𝑄 (𝑥𝑖 , 𝑢𝑗 )| ≤
∑𝑁
(31)
𝑖=1 𝜑𝑖 (𝑥)𝐿𝑄 |𝑥 − 𝑥𝑖 || ≤ 𝐿𝑄 𝑣𝛿𝑥

where Lipschitz continuity of Q was applied, and final step
follows from Assumption 2. By using the Lipschitz
continuity of Q and definition of u once more, we may
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write: δu, |Q∗ (x,u) − Q∗ (x,uj )| ≤ LQku − ujk ≤ LQδu.
Using this (31) and eq. (32) we discover:
|𝑄 ∗ (𝑥, 𝑢) − 𝑄(𝑥, 𝑢) ≤ 𝐿𝑄 (𝛿𝑢 + 𝑣𝛿𝑥 )

(32)

The definition of eq(33) states that there exist Nd triangular
fuzzy membership functions for every state variable xd with
d = 1,..., n.
𝜑𝑑,1 (𝑥𝑑 ) = max (0,
𝜑𝑑,1 (𝑥𝑑 ) = max (0, min (

𝑥𝑑 −𝑐𝑑,𝑖−1

𝑐𝑑,2 − 𝑥𝑑
)
𝑐𝑑,2 − 𝑐𝑑,1
,

𝑐𝑑,𝑖+1 −𝑥𝑑

𝑐𝑑,𝑖 −𝑐𝑑,𝑖−1 𝑐𝑑,𝑖+1 −𝑐𝑑,𝑖

𝜑𝑑,𝑁𝑑 (𝑥𝑑 ) = max (0,

)

(33)

𝑥𝑑 − 𝑐𝑑,2 , 𝑁𝑑−1
)
𝑐𝑑,𝑁𝑑 − 𝑐𝑑 𝑁𝑑−1

where 𝑥𝑑 ∈ [𝑐𝑑,1 , 𝑐𝑑 𝑁𝑑 ] is array of cores, which entirely
dictates structure of MFs. At a membership level of 0.5,
adjacent functions always intersect. After that, a pyramidshaped n-dimensional MF in fuzzy partition of X is
produced by multiplying each combination of (singledimensional) membership functions.
4. Experimental analysis:
An overview of the performance of the suggested system is
included in this section. Java is used to implement the
suggested system. The physical configuration of the Java
platform includes an Intel i5/i7 processor, 4 GB of RAM,
and a 3.20 GHz CPU speed. The design proposal proposes a
mathematical paradigm to improve cloud storage security. In
this plan, the security method collaborates with both the data
owner as well as end user simultaneously. The owner's data
will be safe throughout data uploading as well as data
transfer to appropriate user, even when cloud storage is
unreliable. Scalability, Quality of Service, Encryption Time,
Latency, Energy Efficiency, Communication Cost, and Endto-End Delay are evaluated for the proposed mechanism.
Table-1 Comparative analysis of Scalability
Number
NSGACAPPCHA
MRCC_MOO_AN
of users
II_ANN
50
55
59
63
75
59
63
66
100
61
65
69
125
63
68
71
150
65
71
73
175
68
73
75
200
71
75
79

Figure-3 comparative analysis of Scalability
Comparative analyses of the scalability of the proposed
technique and the existing technique are shown in the
aforementioned table 1 and figure 3. Cloud scalability in CC
refers to capacity to increase or decrease IT resources to
meet changing demand. Scalability is one of the cloud's
unique qualities as well as primary cause of its explosive
growth in favour among businesses. By calculating how a
system's performance changes in relation to the expansion of
input size and the number of processors, its scalability can
be examined. One of three goals—preserving a set execution
time, utilising all available memory, or maintaining fixed
efficiency—can drive the rise of the input size. Relation
between multi-tier cloud software service's capacity as well
as its usage of cloud resources is described by resource
scalability metric function, whereas cloud resources are
substituted with costs in the cost scalability metric function.
Table-2 Comparative analysis of QoS
Number
NSGACAPPCHA
MRCC_MOO_AN
of users
II_ANN
50
45
51
61
75
49
53
63
100
51
55
66
125
53
61
68
150
55
65
69
175
59
68
72
200
61
72
75
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Table 3 and Figure 5 above provide a comparison of
encryption times. Data transformation and encoding before
uploading to the cloud is referred to as cloud encryption.
Using mathematical methods, this procedure turns plaintext
data into unintelligible ciphertext, shielding it from
unwanted and potentially dangerous users. In the event that
data is lost, stolen, or unintentionally shared, data encryption
assures that the contents are essentially useless without the
encryption key. Keys are only accessible to authorised users
once more.

Figure-4 Comparative analysis of QoS
Comparative analysis of proposed and existing techniques in
terms of QoS is shown in the aforementioned table-2 and
figure-4. QoS is description or measurement of a service's
total performance, particularly the performance experienced
by network users, whether it be a cloud computing service, a
telephony service, or a computer network.

Number
of users
50
75
100
125
150
175
200

Table- 4 comparative analysis of Latency
NSGACAPPCHA
MRCC_MOO_AN
II_ANN
77
79
82
78
81
85
81
83
88
83
85
91
85
88
93
89
89
95
91
92
96

Table- 3 Comparative analysis of Encryption time
Number
NSGACAPPCHA
MRCC_MOO_AN
of users
II_ANN
50
71
66
61
75
68
63
59
100
65
61
55
125
61
59
52
150
58
55
51
175
55
51
48
200
52
45
42

Figure-6 Comparative analysis of Latency

Figure-5 Comparative analysis of encryption time

A client request and a cloud service provider's answer are
separated in time by the cloud service provider's latency,
which is determined from table 4 and figure 6. Device and
communication use and enjoyment are significantly
impacted by latency. Cloud service communications, which
might be particularly susceptible to delay for a number of
reasons, can amplify such issues. In other words, the user
will have a better experience if the latency and millisecond
count are lower and the network is acting more effectively.
The bandwidth of a network and connection speed are
closely related to latency.
51
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Table- 5 Comparative analysis of Energy Efficiency
Number
NSGACAPPCHA
MRCC_MOO_AN
of users
II_ANN
50
65
68
75
75
68
72
79
100
71
75
82
125
73
79
85
150
75
81
89
175
78
83
92
200
81
88
98

Figure-8 comparative analysis of end-end delay

Figure7 Comparative analysis of energy efficiency
Comparative analysis of energy efficiency is shown in Table
5 and Figure 7. It offers a thorough overview of global
trends in energy efficiency through study of energy data,
legislation, and technological trends. Achieving global
climate and sustainability goals and accelerating the
transition to sustainable energy depend heavily on energy
efficiency.
Table- 6 Comparative analysis of End-End Delay
Number
NSGACAPPCHA
MRCC_MOO_AN
of users
II_ANN
50
79
71
65
75
75
65
62
100
71
62
59
125
68
61
55
150
65
59
54
175
61
55
51
200
60
52
45

Comparative examination of proposed analysis's end-to-end
delay is provided in aforementioned table 6 and figure 8.
When store-and-forward packet switches are employed, the
formula for end-to-end delay for sending a single packet of
length L over N connections, each with a transmission rate
R, is d = N*L/R. the length of time it takes for a packet to
get from source to destination across a network. This term,
which is frequently used in IP network monitoring, varies
from RTT in that it only measures journey from source to
destination in a single direction.
5. Conclusion:
This research propose novel technique in multipath routing
based energy optimization of autonomous networks. The
main goal of this research is to enhance the secure data
transmission in cloud computing with network energy
optimization. The secure data transmission is carried out
using multi-authentication attribute based encryption with
multipath routing protocol. Then the network energy has
been optimized using multi-objective fuzzy based
reinforcement learning. The parameters analysed in terms of
scalability of 79%, QoS of 75%, encryption time of 42%,
latency of 96%, energy efficiency of 98%, end-end delay of
45%. In order to solve the issue of estimating the junction
area, the multipath routing algorithm is utilised to find the
greatest number of disconnected pathways in the graph. As a
result, an algorithm is described that creates a variety of
nonoverlapping and slightly intersecting pathways between
any two nodes. Last but not least, the prerequisites for the
creation of multipath virtual channels that provide the
shortest build-time posts for its parts' parallel transmission.
The future scope of this work can be carried out based on
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