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Abstract  

Copy-move is a common technique for tampering with images in the digital realm. Therefore, image security authentication is of critical importance 

in our society. So copy move forgery detection (CMFD) is activated in order to identify the forged portion of a photograph. A combination of the 

Scaled ORB and the k-means++ algorithm is used to identify this object. The first step is to identify the space on a pyramid scale, which is critical 

for the next step. A region's defining feature is critical to its detection. Because of this, the ORB descriptor plays an important role. Extracting 

FAST key points and ORB features from each scale space. The coordinates of the FAST key points have been reversed in relation to the original 

image. The ORB descriptors are now subjected to the k-means++ algorithm. Hammering distance is used to match the clustered features every 

two key points. Then, the forged key points are discovered. This information is used to draw two circles on the forged and original regions. Moment 

must be calculated if the forged region is rotational invariant. Geometric transformation (scaling and rotation) is possible in this method. For 

images that have been rotated and smoothed, this work demonstrates a method for detecting the forged region. The running time of the proposed 

method is less than that of the previous method. 
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1. INTRODUCTION 

Our society relies heavily on image security and authentication. It's impossible to get accurate information if 

an image is fabricated. In order to get accurate data, images should not be manipulated. However, these images 

are frequently reprinted. One of the most common methods of forgery is the copy-move forgery. The part of 

the region copied from the same image will be indistinguishable from the rest of the image, making it difficult 

for the Human Visual System to detect it (HVS). The difficulty in detecting forgery in copy move forgery 

detection is due to the fact that the copied blocks are from the same image, so they have the same properties 

as the original blocks. In other words, there are a number of ways to detect copy move forgery. Fridrich came 

up with the first one. They sliced an image into equal-sized blocks and arranged them in a grid. Each block's 

discrete cosine transformation coefficient has been extracted (DCT). Forgery detection in digital image 

forensics can be done in two ways. To begin, there is the "active" approach, in which digital signatures are 

utilized. The second approach is a passive one, and it consists of two methods. A computer-generated image 

or a photograph taken with a digital camera are both examples of image source identification. This method is 

ineffective at detecting fake images. Detection of image tampering, the second, is also available.The most 

common method for editing digital images is copy-move image forgery. There are many different ways to 

fake an image, but one of the most common methods is copy move forgery. If you use this method, the image's 

originality will be lost, putting its authenticity at risk. The difficulty in detecting forgery in copy move forgery 

detection is due to the fact that the copied blocks are from the same image, so they have the same properties 

as the original blocks. In the past few years, the detection of copy-move forgery has become much easier. 

Copy-move forgery can now be easily detected thanks to new technology and methods. Detecting copy move 

forgery is not an easy task. Image forgery detection using block matching techniques and Principal Component 

Analysis (PCA) (PCA). To detect images quickly, efficiently, and accurately through post-processing 

operations. Radon and the Fourier-Mellin transform are used to detect forged images [5]. Classifying textures 

in natural images using statistical measures and looking for discrepancies between different parts of the image 
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is another method for detecting forged images [6]. However, at this point, it appears that these approaches will 

result in a large number of missed detections and false positives. Forgery detection is difficult because blocks 

are extracted directly from the original image, resulting in a large number of blocks, making an exhaustive 

search a computationally intensive process. Forgery detection using SURF (Sped Up Robust Features) was 

proposed by the author, which identifies duplication regions of different sizes. [7] Detection of copy-move 

forgery has been proposed using a variety of methods. However, we know that the accuracy of most of these 

methods isn't great. To detect copy move forgery, so many of us are looking for an improved method. I'm 

hoping that copy move forgery detection will have a better success rate than other methods. 

Forgery detection using a complex algorithm requires a lot of time and effort. It takes a long time to match 

each ORB descriptor with its corresponding value. So the descriptor needs to be clustered first. So, the number 

of counts in matching is reduced. The algorithm has become more complicated in order to save time. 

RANSAC, a false matching algorithm, has been used to improve the accuracy rate. When we used low-quality 

images, we encountered difficulties. It would be better if we used another method to improve image quality, 

but this would increase the difficulty of the project by a significant amount. It is possible to detect only forged 

images that have the same image property forgery detection method. By copying and pasting the properties of 

another image, this method will fail to detect a forged image. 

 

2. LITERATURE REVIEW 

DCT was used by Fridrich et al. [5] to extract the features of the blocks that are overlaid on top of each other. 

A block-based method is another name for it. In this experiment, the researchers used only a few datasets. It 

was the first attempt at creating a fake image. A block-based method cannot detect tempered regions if the 

forged region is too large. 

For feature extraction, Popescu et al. [6] proposed a method based on PCA. They used a dataset of 

approximately 100 images of 512x512 pixels. Forged samples can't be detected using this method because it 

lacks responsiveness to geometric transformations, such as rotation and scaling. 

According to Li [7], a block-based method is one that uses the DWT and the SVD. As long as the sample is 

highly compressed or edge processed, this method will work. 

SIFT feature extraction was used by Huang et al. [9] and I. Amerini et al. [21] and was based on key points. 

An image that is too noisy or blurry cannot be identified as a forged one. 

In Zhu et al. [16], ORB features help to detect the forged region of a digital image using a Scaled ORB method. 

Natural images from Columbia University's Natural Images Library were used to create the dataset. Time 

complexity is a problem because it compares all the extracted descriptors. Our proposed method outperforms 

the current clustering method in terms of descriptors. For this reason, it is necessary to compare the clustered 

centre of the forged region. 

According to (AhmedTaha and Mazen M.Selim, 2021) Aya Hegazi Density-based clustering and the 

Guaranteed Outlier Removal algorithm are the foundations of the suggested approach. Under tough 

conditions, such as geometric attacks, post processing attacks, and multiple cloning, the suggested method 

outperforms other similar current state of the art solutions. 

A new study by Navpreet Kaur Gill (2019) shows that In this case, the DCT (Discrete Cosine Transform) and 

SURF (Speeded Up Robust Features) features have been used to create a hybrid approach. In the face of 

attacks based on geometric modifications such as rotation or scaling, this strategy will demonstrate 

considerable results. In terms of reliability, the suggested hybrid strategy is superior to Keypoint-based 

methods and block-based methods, according to experimental data. 
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3. METHODOLOGY 

Scaled ORB features can be retrieved using this method. 

• Image acquisition 

• Identify the pyramid scale space. 

• Image convert from RGB to grayscale 

• Extract scaled ORB feature. 

i) Extract the FAST key points 

ii) Orientation Compute. 

iii) Build the rBRIEF feature. 

• K-means++ Clustering. 

• Matching feature. 

• Display the forged image 

 

Image Acquisition 

The first step in the detection of copy-move forgery is to take an image. Afterwards, the image should be 

verified and either forged or real. Lighting and camera positioning are the two most important factors affecting 

image quality. When taking an image for copy move forgery detection, there are a few other things to keep in 

mind: 

i Image capture with adequate sharpness and resolution. 

ii To improve recognition, images should be cleaned of any artefacts. 

 
Figure 3.1: Image Acquisition 

 

Image Convert from RGB to Grayscale 

An RGB image must be converted to grayscale. So that our task will be made easier by removing unnecessary 

data. An image can be converted to grayscale using rgb2gray. The ORB descriptor can be found in the 

grayscale image. This is shown in Figure 3.2 

 
Figure 3.2: RGB to Grayscale 

 

Identify the Pyramid Scaled Space 

It is possible to construct a pyramid scaled space using octaves and intervals thanks to David Lowe's 

groundbreaking work on the Gaussian pyramid [17]. The term "octave" refers to an image that has gained in 

resolution after being resized by a predetermined interval. Octaves can be built in intervals with help from 
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smoothing using Gaussian. Gaussian function, smoothing factor of Gaussian function and 'oc' octave pyramid 

scale space are all referred to as Loc and G(x y) respectively. 

1,1 1,1( , y, )L x   denote the gray image of the main image I(x, y).Last pyramid scale space Loc,in  is achieved by 

down sampling of the last octave by a factor 2. 

, , , , 1 , 1( , , ) ( , , )* ( , , )oc in oc in oc in oc in oc inL x y G x y L x y  − −=      (3.1) 

2 2 22 ( )/2(x, y, ) 1/ 2 x yG e   − +=        (3.2) 

In reality, this is a step in the image resizing process. Images must be divided into 2x2 sections for our 

convenience. The next octave of a 512x512 image will be 256x256. 

 
Figure 3.3: Identify Pyramid Scale Space 

 

Extract Scaled ORB Feature 

Despite the fact that the ORB feature is not a scaling-invariant descriptor, it is important in the field of image 

processing. Key points are assigned the pyramid scale information in order to make the feature descriptor 

scaling-invariant.          

i. Extract the FAST Key Points 

FAST  is a fast algorithm for extracting the most important information from a large dataset. The 

Bresenhamcyclo-region and each pixel are the focus of this study. In order to obtain an accurate reading, we 

set the radius to three. To begin, determine whether the number of pixels in the Bresenhamcyclo-region 

surrounding the centric point(x,y) exceeds a threshold value. If it does, the centric point(x,y) is referred to as 

a FAST-9 point. Fast(i)=[x, y, oci, and ini] can be written as fast(i). 

Built-in functions such as DetectFASTFeatures() help to identify the corners and their locations. The ORB 

descriptors are then extracted by applying the central moment and rotation matrix to those points. Using the 

following two images to demonstrate this, the first shows FAST features and the second shows ORB 

descriptors after applying rotation and moment. 

 
Figure 3.4: Extract Fast Key Points 

ii. Orientation Compute 

The moment must be taken into account when computing the orientation of those key points. Invariant moment 

m (p,q) is defined for the key point 'O'. First quadrant of Cartesian coordinates, where 'O' stands for origin, is 

where the neighbourhood N(x,y) can be easily calculated. 
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                                            𝑚𝑝,𝑞 = ∑ 𝑥𝑝𝑦𝑞 𝐼(𝑥, 𝑦)𝑥,𝑦                   (3.3) 

Then, the centroid ‘C’ of N(x, y)is determined as 

                                            C=(
𝑚10

𝑚00
,

𝑚01

𝑚00
)       (3.4) 

The orientation 𝜃 of the key point ‘O’ is determined by 

                                             𝜃 =atan(
𝑚01

𝑚10
)       (3.5) 

      Where, 𝑚10 is called row moment. 

             𝑚01 is called column moment. 

              

We get a new parameter is called Ө(Theta). So the equation becomes fast(i)=[x,y, Ө,oc,in] 

 

Make rBRIEF 

It is possible to steer BRIEF using the orientation of the key point, which yields the rBRIEF (Rotation-Aware 

BRIEF) feature with rotational invariance. A binary test's definition is based on this. 

                                         𝜏(𝑃: 𝑥, 𝑦) = {
1, 𝑝(𝑥) < 𝑝(𝑦)

0,  𝑝(𝑥) ≥ 𝑝(𝑦)
     (3.6) 

Point x is represented by p(x). The Gaussian distribution in the vicinity of point x is also satisfied by y. There 

are n(n=256) binary tests that make up the BRIEF feature. 

                                             𝑓𝑛(𝑝) = ∑ 2𝑖−1
1≤𝑖≤𝑛  𝜏(𝑃: 𝑥, 𝑦)    (3.7) 

A feature set of n binary tests at x and y define matrix P=⌊
𝑥1 … . . 𝑥𝑛
𝑦1 … . . 𝑦𝑛

⌋. using the operation Theta(Өi) and 

the corresponding rotation matrix 𝑅Ө=⌊
𝑐𝑜𝑠Ө𝑖 −𝑠𝑖𝑛Ө𝑖

𝑠𝑖𝑛Ө𝑖 𝑐𝑜𝑠Ө𝑖
⌋, steered matrix 𝑃Ө𝑖

=RӨ𝑖 . 𝑃 will be constructed. 

Now ORB descriptor of oFAST point becomes 

                                                ORB(i) = 𝑓𝑛(𝑝)|(𝑥𝑖, 𝑦𝑖) ∈ 𝑃𝜃     (3.8) 

 
Figure 3.5: ORB Descriptor 

Apply K-means++ 

A clustering algorithm developed by David Arthur and Sergei Vassilvitski where the centre of a K-means 

cluster is set as the starting point for the clustering algorithm 

Calculating the distance between a data point and its nearest centre is represented by the function D(x). 

Following are the steps in the algorithm. 

1. Pick a random centre c 1 from the list of X data points. 

2. For each data point, compute D(x). 

3. Weighted probabilities are used to select a new centre from the set of c i. 

4. Once k centres have been chosen, repeat steps 2 and 3. 

5. The standard k-means algorithm is used to finish the algorithm. 

However, k-means step (5) converges very quickly after this contribution, reducing the computation time of 

the algorithm significantly. 
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ORB descriptors can now be clustered with K-means++, which yields less clustered points that can be used in 

the matching process 

 
Figure 3.6: Clustering Steps 

Match the Feature 

Double loops are used in the feature matching process, which has a total complexity of N*N. Matching 

between the ORB descriptor's clusters can be done by using a double loop from 1-k. 

 
Figure 3.7: Showing Feature Match 

Display Image 

Now recall the main image and displaying the result with drawing the circle. 

 
Figure 3.8: Final Image 

 

4. RESULTS AND DISCUSSION 

Experiment Setup 

Zhu et al. [16] first used the ORB algorithm to find the ORB descriptors. Matlab R2018b and Windows 10 

operating system are used in the experiment. MICC-F220 and CoMoD (small) datasets are used in this study. 

For testing our proposed method, we also compiled 30 datasets of various sizes. 

 

Results and Analysis 

MICC-220 and CoMoFoD (small) datasets are used to test the proposed method. Some examples are 

1000*700 or 700*1000 datasets that are broken up into three groups. Some non-compressed datasets have 

only the translation of the copied region, while others are simple scenes. PNG-formatted datasets of 512x512 

pixels were released in 2013 by the CoMoFod (small) database. This dataset contains a variety of images, 

including translations, rotations, and scalings (40 images). Figure 4.1 (a) from the MICC-F220 dataset shows 
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the original image. Figure 4.1 (b) depicts the cooled version of the original image (b). Figure 4.1 illustrates 

how the images' tempers can be detected using different threshold values. A lower threshold value results in 

fewer key points being uncovered. It is more difficult to extract the key points if the forged area is small in 

size. Consequently, it is difficult to identify the forged area. When the threshold is raised, a large number of 

key points are extracted, increasing the likelihood of spotting a false match. 

 

        
(a) Original image           (b) Tempered image 

Figure 4.1: Tempered Image with its Original Image 

 

           
                     (a) T=0.4                                (b) T=0.5                         (c) T=0.8 

Figure 4.2: Detection Result of Tampered Image in Different Threshold 

 

Table 4.1  

Matching Result with Different Threshold Value 

Threshold value 0.1 0.3 0.4 0.5 0.6 0.8 

Number of matches 12 24 26 30 36 146 

Number of false matches 0 0 0 2 9 too many 

 

For our method to be reliable and sensitive, we used common post-processing techniques on the MICC-F220 

dataset of temper images. Images from various publications and the internet were used for the most part. 

Threshold T=0.5 is the best value for this situation. There are fewer key points that are extracted when the 

threshold value is low. There are a lot of key points extracted when the threshold is high, but the probability of 

false matching increases significantly, as shown in the figure 4.2 (c). As a result, the threshold value is 

maintained at a level that is optimal for detecting forged regions. Confusion matrices are used to gauge how 

well the new method works. The MICC-F220 dataset, which includes 50 images, was used. Both forged and 

authentic images can be found in the dataset. When we ran the tests, we found that 40 forged images were 

detected as forged; 2 forged images were found to be forged and 3 original images were found to be original. 

 

Table 4.2 

Confusion Matrics 

Number of images TP FP TN FP Accuracy 

50 40 5 2 3 86% 
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 Comparison with a SIFT Method  

Table 4.3 

Comparison with SIFT Method 

Images Method Elapsed 

time(second) 

No 

matches of 

True 

match 

False 

match 

1.Baboon ORB and K-means++ 0.7457 84 84 0 

SIFT 3.8326 162 162 0 

2.Stones ORB and K-means++ 1.0929 70 68 2 

SIFT 15.020270 193 193 0 

3.Road and cars ORB and K-means++ 1.034195 30 30 0 

SIFT 2.5560 53 53 0 

4.Pegion ORB and K-means++ 0.549761 46 46 0 

SIFT 2.600425 54 52 2 

5. Grass and 

Number plate. 

ORB and K-means++ 0.771040 210 208 2 

SIFT 11.2812 850 812 38 

6.Large coin ORB and K-means++ 0.621096 264 234 30 

SIFT 2.284661 366 292 74 

7.Rifles ORB and K-means++ 0.931181 38 32 6 

SIFT 1.630468 43 41 2 

8.Books ORB and K-means++ 0.600027 86 84 2 

SIFT 2.416834 166 166 0 

9.Window ORB and K-means++ 0.513452 104 84 20 

SIFT 2.397863 267 241 26 

 

Table 4.4 

Matched Key Points and Running Time 

Methods The number of 

key matched 

points(Total) 

Running 

time  Sec 

(Total) 

False 

match 

(Total) 

SIFT (Existing 

Method) 

3589 73.3386 246 

Proposed Method 1553 13.2594 104 

 

Above table 4.4 shows the calculation of 15 forged images from the dataset of MICC-F220.    

 

 
(a) 

 
(b) 
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(c) 

 
(d) 

 
(e) 

 
(f) 

 

Figure 4.3: Result of Scaled ORB and k-means++ and SIFT Method 

  

Table 4.5 

Threshold Value Setting Based on Forged Region Detection 

Threshold Detection of 

forged region 

Non forged region 

detected as forged 

0.1 Fair No 

0.3 Fair No 

0.5 Good No 

0.8 Bad Yes 

  

Table 4.6 

Performance Rate for Different Methods 

 

Modifications 

Different methods 

G.Lynch[8] Y.Huang[9] Proposed 

Method 

Without 

Modification 
97% 99.9% 99.9% 

Rotation 
0% 

Only less 

than 5 deg. 
99.5% 

JPEG 

compression 
30% 80% 68% 

 

 

 

 



International Journal on Future Revolution in Computer Science & Communication Engineering                                        ISSN: 2454-4248 

Volume: 7 Issue: 4                                                                                                                                                                                      30 – 41 

_____________________________________________________________________________________ 

 

39 

IJFRCSCE | December 2021, Available @ http://www.ijfrcsce.org                                                            

Input Image & Output Image 

 
Figure 4.4: Input Image I 

 

 
Figure 4.5: Output image I 

 

 
Figure 4.6: Input image II 

 

 
Figure 4.7: Output image II 

Discussion 

The primary goal of this project is to develop a framework that can estimate the accuracy of the proposed 

algorithm by implementing it in a simulated environment. To improve copy move forgery detection, this 

research can be applied. We tried to establish an aesthetic framework for this project, even though the level of 

detection is a relative matter based on image features. The experimental results, particularly the quantitative 
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evaluation, show that the proposed system works well. Overall, despite some minor discrepancies in results 

due to environmental factors and the difficulty of manually measuring, the results can be considered 

satisfactory. Furthermore, it can be said that the project was successful in determining the proper level of 

forgery detection rate in a simulated environment. 

 

5. CONCLUSION AND FUTURE WORK 

Conclusion 

An efficient forensic method based on the scaled ORB was proposed in this work to detect the copy-move 

forgery of digital images. Duplicated regions are not only detected, but also the geometric transformations and 

post-processing applied to them. Additionally, this algorithm performs well when trying to locate duplicate 

regions that SIFT and SURF are unable to detect. However, high-resolution image forgery detection still takes 

a long time using this method. 

 

Future Work 

Though our project was completed successfully, there are still areas for improvement. Image quality and 

accuracy would both improve with image enhancement, so let's start with that. What we think you should do 

next is 

• Copy-paste forgery should have been flagged. 

• Use a noise reduction system to improve the system's accuracy and performance. 

• Try to remove any incorrect descriptors that have been flagged. 

• Using a different post-processing method on the tempered image, the forged region can be identified. 

Our system will be more accurate and faster when it has access to those resources. We hope to add those 

facilities at some point in the future, as there wasn't enough time to do so this time around. In addition, our 

system was superior to previous systems in many ways. For copy move forgery detection, I'm hoping one of 

these systems will be the best. 
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