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Abstract—Assurance of security in wireless sensor networks is a difficult task as the sensor networks suffers from limited operating and energy 

resources. There are several types of denial of service attacks in these networks, but jamming attack is the most severe one. It disturbed the 

normal transmission of information by reducing the signal to noise ratio. With the help of jammer, radio signals are transmitted towards victim 

node or the channel. In this work, we analyze different types of jamming attacks which affects the sensor networks. A survey on avoiding 

jamming attack has been conducted  by analyzing signal strength, and packet delivery ratio etc.  
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I.  INTRODUCTION  

Wireless sensor network (WSN) is a versatile area of 
research [1]. It is constituted of small node which are scattered 
all over the area in a dense mode. These nodes collect 
information and give it to the sink node as shown in figure 1. 
These are used in many real life applications [2-3] and the data 
carried by them is very important. But these have some 
limitations too like lack of energy conservation [2-4] and 
energy holes [4]. A lot of research has been carried out in these 
problematic areas [8- 14].  

Energy draining is not the sole problem of the WSN; it also 
undergoes several types of security attack [15]. The WSN can 
be secured using different cryptographic techniques [16]. The 
WSN has a broadcast nature in transmission and it makes it 
more suspects able to the attacks. Jamming attack works at the 
physical layer by making interference with the radio signals 
[17]. The jammer is an antagonistic node which tries to abrupt 
the normal working of the WSN by throwing radio interference 
attacks. On the other side WSN tries to defend itself against the 
jamming attack. It is very easy for a node to jam the network 
just by simple listening to the open wireless medium and 
transmitting at the same frequency of the WSN. It can be 
handled at physical layer by using DSSS (Direct Sequence 
Spread Spectrum) or FHSS (Frequency Hopping Spread 
Spectrum). Figure 2 shows an example of the jamming attack 
[18]. 

II. MODELS OF JAMMING ATTACK 

A jammer can adopt a variety of techniques to attack a 
wireless medium [19]. Figure 3 shows different types of 
jamming attacks.   

A. Active Jammer  

It tries to block the channel in any type of condition.  

 

B. Constant Jammer 

It regularly releases radio signals and it is generally 

executed using a waveform generator.  

 

C. Deceptive Jammer 

 
The deceptive jammer continuously inserts regular packets 

to the medium deprived of any gap between successive packet 
broadcasts, instead of directing out random bits. As a 
consequence, a usual communicator will be misled into trusting 
there is a genuine packet and be fooled to remain in the receive 
state.  
 

D. Random  Jammer 

In spite of endlessly transferring out a radio signal, random 

jammer swings between inactive and jamming. Specially, 

after jamming for some units of time, it turns off its radio, 

and enters into a “sleeping” mode. It will restart jamming 

after being inactive for some time, and this time can be 

either random or fixed values.  

 

E. Reactive  Jammer 

The above specified jammers constantly keep the channel in 

a busy state; therefore they can be easily detected, however, 

a reactive jammer does not jam a medium, when it is ideal. 

But while someone is transmitting, it also starts transmitting 

radio signals.  

 

F. Shot noise-based intelligen  Jammer[20] 

Shot noise-based intelligent jammers are protocol-sensitive 

jammers that just use forward error correction scheme 

operated at physical and MAC layers. Particular continuous 

pulse intrusive genuine packet can entirely drop it if it is 

able to use the FEC scheme operated used in the packet.  
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III. IDENTIFICATION OF JAMMING METRICS 

The jamming attack takes place either by preventing 

source node from transmitting the data or by averting the 

intended receiver from receiving the data. Let M and N are 

two valid nodes while Z is a jammer node. Following 

metrics are known as jamming metrics:  

A. Packet Send Ratio (PSR) 

It is the ratio of packets that are effectively sent out by   
a valid traffic source equated to the amount of packets it 
intends to send out at the MAC layer. Let, node M has a 

packet to send for node N. In the MAC protocol utilized by 
Mica2 node, the medium must be perceived as being in an 
inactive state for at least certain random period of time 
before M can transmit a packet. A radio interference attack 
may affect the channel to be detected as busy, instigating 
M’s transmission to be delayed. If a large number of 
packets are queued in the MAC layer, the newly entered 
packets will be plunged. It is also probable that a packet 
halts in the MAC layer for a extended period of time, 
ensuing in a timeout and packets being rejected. If,  M 
wants to transmit x number of packets but only y are being 
sent, then PSR is given by: 

   
PSR = y/x    (1) 
 

B. Packet Delivery Ratio (PDR) 

The ratio of packets that are effectively conveyed 
to a destination equated to the number of packets that have 
transmitted by the M. Even after the packet is transmitted 
by M, N may not be able to interpret it accurately, owing to 
the interference introduced by Z. It is known as an 
unsuccessful delivery. The PDR may be computed at the 
receiver N by computing the ratio of the number of packets 
that pass the error correction check with respect to the 
number of packets received by N. PDR may also be 
calculated at the sender M by having N send back an 
acknowledge packet. In either case, if no packets are 
arriving, the PDR is stated to be 0. 
 

C. Carrier sensing time 

It is the time a station has to wait for the medium to get 

inoperative to begin its transmission. 

 

IV. DETECTION OF JAMMING ATTACKS 

Many WSN are vulnerable to jamming attacks. To 
ensure the obtainability of sensor communications, the 
jamming detection procedures must be established that are 
easy to scale, spread and have low false positives results. It 
is a necessary step to construct a secure and robust wireless 
sensor networks, and it is also inspiring because jammers 
can employ different jamming attack prototypes. Figure  4 
show the process of jamming detection. 
Wood et al. [19] have developed a threshold value of 

jamming signal. This value is called utility metric which help in 
detecting jamming attack in the WSN. If the value of the metric 
is below the threshold value, the WSN is under jamming attack 
otherwise communication can take place. Features that can 
affect utility metric are 

 Recurrent incapability to access wireless medium 

 Corrupt framing 

 Checksum malfunctions 

 Illegitimate values for addresses or other fields 

 Protocol violations  

  Extreme arriving signal ratio 

 Low signal-to-noise ratio 

 Repetitive collisions 

 Duration of attack. 

V. CLASSIFICATION OF JAMMING ATTACKS 

There are a few commonly used metrics characterizing the 
jamming attacks:  

 

  Least recognition likelihood 

 Quiet against detectors 

 Entirely denial of service like constant jammers 

 Protocol alert so that they are less likely to notice 

 Authentication of users 

 Power against error detecting codes 

 Power at physical layer to beat channel coding 
techniques 

 Power saving is to get main jamming efficiency with 
least energy used 
 

TABLE I.  THE CAPABILITY OF DEALING WITH DIVERSE ATTACK 

MODELS[17] 

 Signal Strength  Carrier 

Sensing 

Time 

PDR 

 Average High   

Constant 

Jammer 

X √ √ √ 

Deceptive 

jammer 

X √ √ √ 

Random 
jammer 

X X X √ 

Reactive 
jammer 

X X X √ 

 

Figure 1.  Example of a WSN topology. 

VI. CONCLUSION 

In this work, a survey on issues related to jamming 
type Denial-of-Service attack in sensor networks by 
investigative both the attack and defend sides of the 
issue. Different jamming attack models have been 
illustrated that might be expended to disturb sensor 
networks and metrics that can be exploited as volumes 
of jamming attacks. 
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Figure 2.  Example of a Jammer. 
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Figure 3.  Types of Jamming attacks  

 

Figure 4.  Jamming detection process 


