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Abstract:-Information hiding and its security is the most challenging task in this digital environment. In this paper, an approach named P.I.T

(Pixel Indicator Technique) is used to obtain the solutions of such challenges. In P.I.T, a pixel of covered image is divided into 3-channels

named as R, G and B, wherein R component used as indicator and G and B as data channels. Images of dimension 512*512 are taken into

experiment to hide data of different sizes 4KB, 8KB and 16KB. Further the results are analyzed in terms of PSNR and SSIM based parameters.
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1 INTRODUCTION AND LITERATURE SURVEY

In modern world of digital communication security of data is
an utmost concern. To achieve the security of data either we
can use cryptography or steganography. The prior one
scrambles the data which makes an attacker to decrypt it while
the latter one conceals the message in any of carrier mediums
like images, videos, audios and so on. So it provides a better
option without getting know the concealed message in any of
the above medium [1, 2, 17, 18 ,19].
present in history to hide the data. The simplest one is LSB

Many techniques are

approach wherein data is hidden at LSB of every pixel. So this
technique not only easy to implement but also provides better
PSNR [3, 20, 21, 22, 23]. Joshi et. al [4] implemented a
steganography algorithm using LSB approach and investigated
the results over different images concealing varying amount of
data . Lou et. al [5] presented an approach to check whether the
message bit is same as image bit or not based on addition or
subtraction of 1. Wang et. al [6] provided a technique to hide
data on a bit that is moderately significant. Joshi and Allwadhi
[7] gave a GLM based technique over medical image system
wherein data is hidden in various medical images like X-Rays,
CT-scans, and MRIs and so on. Muhammad et. al [8] gave a
spatial domain technique wherein an image is converted into
HSI color space and the | plane is subdivided into four regions
in which data is stored based on some secret key. Joshi et. al

[9] provided a technique over spatial domain for the robustness
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of watermark when the stego image is suffered from salt and
pepper noise. Chang and Chen [10] provided an approach
based on adjustment of pixel for obtaining a better quality
image. Rao and Kumari [11] provided an authentication
algorithm using watermarking technique in medical images.
Avci et. al [12] projected a stegaongraphic algorithm in

transform domain based on probabilistic XOR method.

2 P..T METHOD AND EXPERIMENTAL RESULTS

This technique best suites for RGB images wherein capacity of
payloads and security of data is increased by dividing the RGB
image into two channels named as Indicator and data channels.
Every pixel ~ has one indicator and two data channles
corresponding to three components i.e R, G and B. Two LSBs
of Indicator chann el indicates that on which data channel
(either G or B) data bits

only two bits are stored as

are to be stored. Here it is assumed
LSB data bits for every data
channel. So it not only increases the payload capacity but also
security by dividing the RGB-image into channels unlike
simple LSB approach. PIT can be demonstrated by the
following example if both the bits of indicator channel (say R)
= 00 then both the data channels (G and B) store nothing In the
experiment a cover media as a Host colored image i.e H = { h;,
| 0<=r< Ry, 0<=c<Cy } and h,; = {Ry, G, , Bc}, where each of
the pixel’s component i.e R, , G, and B, ¢ {0, 1 , 2,
............... , 255} and data to be concealed in this image H is
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D={d; | O<=k<l , dj ¢ {0,1}} where | is length of message.
Insertion procedure starts from very first colored pixel (hqo) of
which R-channel 2 LSB’s are checked, if these 2-bits are 00,
then nothing is stored on data channels i.e G and B
components. If it is 01 and 10, then 2 message bits are stored
on B channel and G channel respectively. To store data bits
over both the components i.e G and B, R component’s 2 LSB
will be 11 as shown in following Table 1. This procedure
continues until message of length ‘I’ is over and finally we
obtain our stego image (S) i.e S= { s, | 0<=r< Rg, 0<=c<Cs }
and s = {RSy, GSi , Bsk}, where each of the pixel’s

component i.e Rs,, , GS, and Bs,c € {0, 1,2, ............... ,

Table 1 — Example Showing Insertion Using P.I.T

R- G-

B-Component
Component

Component
(As data
Channel)

(As indicator
Channel)
10101000

(As data Channel)

(00 Indicates
Nothing to be
Stored)
10111101

(01 Indicates
data Stored

10101111 10001011

10111101 10111110
on B
Component)

10111110

(10 Indicates

data Stored 10111101

10111110
on G
Component)

10111111

(11 Indicates
data Stored
on both G
and B

10111101 10111100

Components

)
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255}. Now at the receiving end message is obtained from Stego
image (S) by looking the R-component’s 2 LSBs starting from
its very first pixel (Sqg) when 2 LSB’s are 00, we do not extract
anything from any of its channel. If it is 01 or 10, we extract 2
message bits from B and G component respectively. Now if it
is 11, then we retrieve 4 message bits from both the
components i.e B and G as shown in following Table 2. The
insertion and retrieving procedures of data are shown in figure
3 and 4 respectively. After inserting data in different host
images, we retrieve the corresponding stego images as shown
in Table 3 while Table 4 represents the results obtained in
terms of PSNR and SSIM.

Table 2 - Example Showing Retrieval of data Using

P.I.T
G-
R-Component B-Component
Component
(As indicator (As data (As data
Channel) Channel) Channel)
10101000
(00 Indicates 10101111 10001011
Nothing to be
Stored)
10111101
(01 Indicates 10111101 10111110
data Stored on
B Component)
10111110
(10 Indicates 10111101 10111110
data Stored on
G Component )
10111111
(11 Indicates
data Stored on 10111101 10111100
both G and B
Components )
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Start

\ 4
Data D = { di | 0<=k<I , dj € {0,1} }

\ 4
Host (colored) Image
H={hy|0<=r<Ry, 0<=c<Cy}
he={Re¢,Gr, B}

Rrc Gre & By € {0,1,.......,255}

] NO
if
0<=k<I
YES YES
YES
\
ifR’s 2 ifR’s 2
LSB LSB
comp==00 comp==01
\4 \ 4
Do not store anything on Store 2 message bits in B Store 2 message bits in G Store on Gand B
data channlel components S;.= B¢ 4 gi components S;.= Gy + gi components G.= Gy + gi
K =K+2 K =K+2 BSic= Brc+gi,
Src = Gere + By, K= K+4
v /
Repeat Until S=H+D «—

Fig. 1

Insertion Flowchart
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v
Stego (colored) Image

S ={s|0<=r<Ry, 0<=c<Cy }
Sic={ RSrc, GSic, Bsc }

RS GSyc & Bsyc € {0,1.,.......,255}

\ 4

NO

YES

YES

ifR’s 2 ifR’s 2
LSB LSB
comp==00 comp==01

\ 4 \ 4

YES

ifR’s 2
LSB
comp==01

Do not extract anything
on data channlel

Extract 2 LSB message bits
in B components, K = K+2

Extract 2 LSB message bits
in G components, K = K+2

Extracton G and B
components, K =K+4

\ 4
Repeat Until

Fig.2 Retrieval Flowchart
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3 PSNR AND SSIM

Peak Signal to Noise Ratio (PSNR) used as the similarity index between host and stego image and is given as:
12
PSNR = 10log;, [ﬁ] (1)

Structure SIMilarity Index (SSIM) is a method for measuring the similarity between two images. The SSIM index can be viewed
as a quality measure of one of the images being compared provided the other image is regarded as of perfect quality [14]. ox, oy,

oxy, Wy, and px refer to some local parameters that are related to statistics[15, 16].

Qupt, + )20, +Cy)

SSIM(C.S) = ——** AR
(, +p, +C)o, +o0,” +Cy) @)

Table 3 - PSNR and SSIM of 512*512 Stego Images

Image No. Data Size = 8KB Data Size = 16KB Data Size = 32KB

PSNR SSIM PSNR SSIM PSNR SSIM
Image 1 48.98 0.9848 50.10 0.9696 47.15 0.9581
Image 2 52.58 0.9799 46.97 0.9795 46.01 0.9595
Image 3 52.55 0.9993 45,51 0.9794 44.35 0.9693
Image 4 53.88 0.9754 47.31 0.9898 45.93 0.9794
Image 5 49.65 0.9692 46.56 0.9693 44.23 0.9496
Image 6 50.92 0.9869 48.37 0.9791 45.28 0.9497
Image 7 51.85 0.9823 49.92 0.9692 46.61 0.9398
Image 8 50.45 0.9689 48.37 0.9695 46.39 0.9394
Average of 51.35 0.9808 47.88 0.9756 45.74 0.9556
100 images

Table 4 - 512*512 Host and Stego images

Sr. No Host Images Stego-images

Hiding 8KB data Hiding 16KB data | Hiding 32KB data
Image 1
Image 2 r r -

L CLEUN I
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Image 3

Image 4

Image 5

Image 6

Image 7

Image 8

4 CONCLUSION

Data can be hidden using steganography for different purposes
and using different techniques. Out of these techniques P.I.T is
one of the basic techniques. Here in this paper, data of sizes
8KB, 16KB and 32KB are embedded into colored images of

dimension 512*512 and experimental results are analyzed in
terms of PSNR and SSIM based factors. Further it is found that
average PSNR over 8KB, 16KB and 32KB data is 51.35, 47.88
and 45.74 respectively and overall SSIM nearly approached to
1, which tells recovered data is almost correct.
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